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DECLARATION OF CONFORMITY

c € EBS Ltd. Co. hereby declares that mentioned product conforms to all the
applicable requirements of EU and Council Directive N0.1999/5/EC of 9
March 1999. A copy of Conformity Declaration is available at:
http://www.ebs.pl/certyfikaty/

to discard the product at the territory of European Union, it shall be
utilized at an authorized and approved collection point. It applies both to
the device and accessories marked with this symbol. Do not discard these
products along with unsorted municipal wastes.

E This crossed out dustbin symbol indicates that when the last user wishes

The content of this document is presented as “it is”. The manufacturer does not
grant any guarantee both expressed or implied, including but not limited to any
understood guaranties in respect of merchantability and any warranty of fitness for
a particular purpose, unless required with effective legal provisions. The
manufacturer reserves the right to amend this document, or withdraw it any time
without prior notice.

Policy of the device manufacturer is to constantly develop the product. The
manufacturer reserves the right to make modifications and changes without prior
notice in respect of any model functions described in this document.

Depending on programming of devices there are varied available functions. Further
details available at Distributor of devices.

Under any circumstances the Manufacturer shall not bear responsibility for any data
or income loss, or any other peculiar, accidental or indirect damages caused in any
way.
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1.INTRODUCTION

Transmitter GPRS type PX100N is an advanced microprocessor device,
made with surface moulding technology and designed according to the latest trends.
This transmitter is purposed for data transmitting from electronic security systems
of facilities and other technical devices with the use of GSM mobile phone network.
Data transmission follows via GPRS or SMS.

Due to many settings a transmitter may be applied with many systems of various
requirements. The device is basically purposed for data transmission from security
systems installed in detached houses and in small business facilities.

Communication with a monitoring station follows by GPRS/SMS mode. This device
provides an opportunity to send text messages to private mobile phones.

An advanced encoding methods like a 256 bits encoding key and AES (Advanced
Encryption Standard) provides for security of data transmission. As a result
reception of this transmission is possible with OSM.2007 monitoring receiver
system.

Furthermore there is possibility to transmit not coded messages that are to be
comprehensible by reception solutions and also by GPRS Server software.

Programming of receiver is possible:
o Locally on computer and with recommended “GPRS Transmitters
Configurator” software
o Remotely - via GPRS connection (or SMS).
- via SMS commands
- via transmission on CSD channel
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2. FUNCTIONAL AND TECHNICAL PARAMETERS

Inputs: (NO/NC)

8

1 (sabotage input)

Outputs:

Sabotage - 1 (NO/NC)
Additional -1 (OC)*

Digital interface:

RS232 (RxD, TxD, RTS, CTS lines)

Operation modes:

» GPRS transmission only
» SMS transmission only
» GPRS and SMS transmission

Messages: Sending of text messages for defined mobile
phones

Configuration: Remote - via GPRS link
Remote - SMS
Remote - CSD

Locally - from PC with the use of software and
RS-232 link

Security:

SMS/GPRS transmission - AES encoding

Output current:

TMP AUX

Max. 1A Max. 100mA

Voltage supply :

18VAC (16-20VAC)

Current consumption

100mA / 950mA @18VAC

average/max.: 70mA / 470mA @ 13VDC
Dimension: 141mm x 73mm

Charge current: Max. 100mA

Charge voltage: 13,8V

Used batteries: Acid-leaded 12V

Battery failure voltage 11V

threshold:

+12V Output current Max. 200mA

Used GSM/GPRS modems:

Siemens MC55i, Siemens MC55, Siemens
MC56, Wavecom Q2686, Simcom SIM300C,
Simcom SIM340C

* Device can be equipped in additional two OC type outputs (OUT2, OUT3)
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3. ASSEMBLY AND WIRING
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Connections of wires shall be made with due care to prevent any faults or dead
shorts. Places of connections shall be protected against weather conditions.
According to the above figure terminals of transmitter shall be connected to:

Terminal Connection description
AC, AC Two terminals for AC power supply (output from AC
transformer)
+ACU Positive terminal of battery
GND Device ground, common for other input and output
TMP Connection of monitoring sabotage switch (the
second switch contact connected to GND terminal).
IN1 till Signal inputs. Possible connection of detectors
IN8 contacts or alarm control panel outputs. GND
terminal is common for all inputs.
NC, NO, Sabotage output indication relay. It may control
C external device. During activation disconnects C
terminal from NC, and connects C to NO terminal
OouUT1 Type OC additional output. It may control external
device. Provides ground during activation.
+12V Supply voltage output. Provides up to 200mA

NOTES :

OUT1 output can sink up to 100mA. Don’t short this output to power supply
because it can cause permanent damage of output.

Don’t connect power supply when GSM antenna isn’t connected, because it
can cause permanent damage of GSM/GPRS modem.

After careful connections examination a battery may be connected (to +AKU and
GND terminals) and then power may be switched on for transformer and
programming procedure of transmitter may begin (See chapter 6).
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4. QUICK START PROCEDURE

NOTE :
Do not insert SIM card before the first programming of transmitter as it
may block the card if PIN code is required for the card.

This chapter is purposed for users that possess experience regarding GPRS
data transmission systems and who work with OSM.2007 server. Other
users shall skip this chapter and go to chapter 5 of this Manual.

As many users possess protected facilities spread at vast locations, local
programming of transmitter is not always available (with computer keyboard and
programming cable).

Two phases comprise programming in this option:
a) sending to transmitter of main parameters (with SMS) that enable connection
to communication server (OSM.2007 system).
b) full configuration of device with remote programming (GPRS transmitters
configurator and OSM. 2007).

Quick start procedure:
a) insert into device SIM card with PIN code 1111 or without PIN code.
b) connect power supply for module,
c) send to SIM card number with SMS parameters related to connection of
device to communication server (OSM. 2007)
d) waiting for moment, when device indicates connection to server

Note: Connection to server is possible if the device was registered into it.
Registration procedure has been described in OSM.2007 Operation Manual.

e) complete, remote programming with GPRS transmitters configurator.
SMS text message shall provide the following information:

<transmitter’s service code>BSERVER=<server address>@PORT=<server port>
APN=<access point name>FBUN=<user ID number>
PW=<user password>

Where:

: space (every parameter shall be separated with space - blank character)
<transmitter’s service code>: factory settings -1111
<server address>: address of communication server purposed for collection of
transmitter signals e.g. 89.123.115.8 In case address is provided as domain e.g.
block.autostrada.com, SMS message shall include DNS1 parameter (address of
main DNS server)
<server port>: Number of port in server that receives messages from a device
<access point name>: defines access point name to GSM network.
If private network is used, SMS message shall provide the following parameters:
UN=<user ID number> and PW=<user password>.
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Exemplary SMS is as follows (if we use public network and provide server address
as IP):

1111 SERVER=89.123.115.8 PORT=6780/ APN=general.t-mobile.uk
UN= PW=

Where:
: space character
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5. OPERATION

A device maintains communication via GSM-GPRS network. If any problem follows a
device automatically switch to SMS mode (if this mode has been programmed
before-See chapter 7 “Programmable parameters”). As a result the transmitter may
be used only at the territory covered with mobile phone operator network.

If status of inputs is the same as programmed one (NO or NC) a device stays
in a rest. Change of status on any input results in immediate signal transmitting of
this event by the device.

Note:

Each device input (from IN1 till IN8) may be individually defined as on open one
(NO) or closed one (NC). It means that when in NO, input shorting will be an active
state and, a non-shorting will be an active state in NC.

To avoid an excessive cost of use related in particular to false alarms a device
possesses a programmable analysis of inputs.

All inputs respond only to states change which means that transmitting will
follow only if an active state is on input and maintains during programmed minimum
time. Maintenance of active state longer than a minimum time will result in single
indicating. Another input activation (another transmitting) is possible only after
input reached based state.

Number of messages sent in SMS mode is limited (limit includes also text massages
or answers to orders sent by user).This function provides for cost reduction by
limiting messages e.g. in case of damage of sensor connected to any input. After
passage of programmed time new messages will be sent but only in a number
determined by the user.

Text message on events sent to private phone numbers may be edited.

All programmable parameters are saved in memory and in case of voltage
drop that are not lost. Supply of power starts the transmitter with saved settings.
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6. CONFIGURATION PROGRAM

6.1. INITIAL REMARKS

GPRS transmitters configurator software may be downloaded at www.ebs.pl
(login: pxn@ebs.pl, password: pxn).

To install program an installation wizard shall be started that performs installation
in default place C:\Program Files\EBS\. During installation process shortcuts on
screen and Windows menu are created.

If device is to be used for the first time it shall be programmed with the
above program and after this procedure the SIM card may be inserted into the
device. Otherwise SIM card may be blocked if wrong PIN code is entered.
Alternatively SIM card may be used along with switched off PIN code.

In case of remote programming it is necessary to insert SIM card prior to
sending configuration settings. In this situation SIM card with switched off PIN code
shall be used or before card inserting, PIN code shall be changed with mobile
phone.

6.2. COMPUTER - REQUIREMENTS

Minimum requirements for computer system where configuration software is to be
installed :

Hardware:
o Processor Pentium II 400 Mhz,
64 MB RAM,
1 GB HD.
CD-ROM,
RS-232 serial port
Colour monitor (minimum 15 inch , min. 800x600 resolution),
Keyboard
Mouse

O O O0OO0OO0O0o0Oo

Software:
o Operation system Windows 2000, Windows XP or Windows Vista
o NET Framework 2.0 (delivered along with installation wizard of configuration).

6.3. PROGRAM FUNCTIONS

After installation and program starting a main view shall be displayed on screen.
Thanks to this view an access to program or programmable parameters of device is
possible.(See chapter 7).

Main window of program is divided into some fields.
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Main menu: at upper part of window, contains

% GPRS transmitters configurator

File  Cperations  Help

R AR EAE S Sl NE AR ar

Main menu contents:

File | Operations Help

Mew
1 Open Chrl4+-0
H Save Chrl+5

gj Language
85 Connections Alk+C

Automatic device settings backup

¥ Exi A+

Operations | Help

control and configuration options.

=10] ]

Help

<% Read

‘Write

Restore device's default settings
@ Events history

™ Device monitor

Al+R. &) About

Al

Alt+D
Alt+H

Al

Main menu is available as icons on fast access bar:

ik e S QP

6.3.1.

File -> New

Opens new set of parameters. Editing of configuration parameters is possible.

File | Operations Help

 MNew b |y GPrs 2
| Open Chrl+0 !i! Ethermet J
H Save Chrl+5 a5ET
ﬂ Language k
ET_E';',E Connections Ale+C

futomatic device settings backup 3

@ Exit Al

Select type of device — PX100N.

6.3.2.

File -> Open

~ REE RERE

L=10 alk+1
L0 alk+2
La200G alk+3
La20GL alk+4
P 100M alk+5
Pes200M alk+6
1000 alk+7
Active Guard alt+3

If file contains saved settings, they may be used to program next device. Firstly a
catalogue where file has been saved shall be chosen and then name of file shall be
provided. Obtained data collection may be modified by the user. Any amendments

are effective if send to device.
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6.3.3. File -> Save

During programming many devices in different configurations, it is not necessary to
have in mind each one as it may be saved on hard disc or floppy disk under any
name and it may be loaded later on. This function save on disc any information
from configuration wizard window. After activation of function a dialog window
appears with request to provide file name. Default data is saved with CMI extension
(Configuration Memory Image).

6.3.4. File -> Language

Allows for selection of any available languages (determined in attached exterior
language files).

6.3.5. File -> Connections

Before programming of devices, a connection type shall be defined. It is possible to
do it with two methods:

- locally

- remotely.

6.3.5.1. Local connection

Local connection means that configuration software (namely computer on which is
installed) is directly connected to proper terminal of transmitter. Connection is
possible owing to special wire and through RS-232 serial port.

To program device or make any other operations (e.g. reading of device settings,
firmware amendments, etc.) it is necessary firstly to define connection parameters.

Connection definition £

R5232 | GPRS | GSM Modem |

— Mew connection

Connection name I

Por T -

Add | Remave | Remave all

Connechion name Port
Lozall COpd1

Local2 Came

It is possible to do so with the above window that is available after activation of

connection from Main Menu and selection Configuration tab or after clicking on &
icon on fast access bar and clicking on RS-232 tab.

Define:

Name of connection e.g. Locally
Choose serial port e.g. COM 4
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Click on [Add] button to confirm settings. Connections shall be saved (and inserted
in table). From this time on program shall enable wires connection with device and
reading, and saving of parameters in PX100N memory will be possible.

6.3.5.2. Remote connection

As provided above the device and software makes for complete configuration with
GPRS link or CSD channel. This programming mode requires definition of linking
parameters.

GPRS linking

Activate file in Main menu and select Connection function (or after clicking on &
icon on fast access bar) and click on GPRS tab to carry out configuration of this
mode.

On screen the following window shall appear:

£
R5232 GPRS | GEM Modem |
— Mew connection
Caonnection name I P I
Analyzer name Iprimary Part I

Add | Remave I Remave all |

Connection name Analyzer name IP Port
ozm primary 127.0.01 9001

Define:

» Name of connection e.g.: Remote

» Select name of analyzer e.g.: Primary

» Enter analyzer address e.g.: 87.128.125.8

» Enter port on which analyzer operates e.g. 7000

Click on [Add] button to confirm settings. Connections shall be saved (and inserted
in table). From this time on program shall enable remote connection to device and
reading and saving of parameters in PX100N memory shall be possible.

Notice: The following parameters: analyzer name, analyze address, port
relate to settings of OSM.2007 receiver of monitoring system. Remote
programming is available only if above mentioned device (or software) is
used.

CSD connection

Activate file in Main Menu and select Connection function (or after clicking on &
icon on fast access bar) and click on GSM Modem tab to carry out configuration of
this mode.
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On screen the window shall appear where it is possible to define:

» Name of connection e.g. Remote CSD

» Serial port where GSM modem is connected (e.g. Wavecom Fastrack)

» PIN code of SIM card installed in GSM modem e.g. 1111

» Serial port parameters: amount of bytes/sec. (e.g. 115200), data bytes (8),
parity (none), stop bytes (1)

£
R5232| GPAS GSM Modem |
— Mew connection
Connection name Femate C5D
Fhone Ma I
Port ICDMSD vl FIN |1111
Baud rate |1152IJD vI Data bits Ig vl
Parity INone vI Stop bits |1 vl
Add Remove | Remove all |
Canm. Data . .
‘ Part ‘ PIN Eaud ratz o Parity Stop bits ‘ Phore Mo
name [[%=3
Remate C... | COM30 1111 115200 2 MHaone One

Click [Add] button to confirm settings and save connection (settings are inserted
into table). Since that time a remote connection to device, reading and saving of
parameters in PX100N memory is possible.

Note : Remote configuration with CSD canal is possible if option of CSD data
sending has been activated both for SIM card inserted into a device and SIM card
installed in GSM modem. In addition, the transmitter must have turned on
permission to receive CSD data calls, see clause 7.5.2 GSM modems authorized
phones.

Programming with CSD is also possible if OSM.2007 system has been installed, and
minimum one GSM modem is connected. If device has been entered onto server list
(factory number and SIM card telephone number -See OSM.2007 Operation
Manual) it is possible to use link via OSM. It is possible if device is not connected to
the OSM.2007 via GPRS. During programming procedure (with GPRS link- See
above) a question will be displayed if user want to use a modem connected to the
server. After confirmation procedure will follow as in case of other programming
channels.

6.3.6. File-> Automatic device settings backup

All configuration settings including reread from devices and saved on devices are to
be automatically saved on hard disc. If during installation on configuring tool
settings have not been changed, files will be saved as follows:

C:\Program Files\ EBS\KonfiguratorLX\configs\PX100N_20000

Catalog PX100N_20000 contains all files in respect of PX100N with factory number
of 20000 programming. The name contains date and time of operation and its type
(saving/ reading). Files have cmi extension.
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6.3.7. File -> Exit

Finishes program operation.

6.3.8. Operations -> Read

Function reads data saved in memory of GPRS module. Exchange of data follows on
port selected in section “Select Connection Type” (See below description of option
“"Configuration”). Correct reading is confirmed with message on a screen. Data
downloaded from device may be saved on file (see clause 6.3.3) and use for other
devices.

To use this function it is necessary to define type and parameters of connection.
E.g. for local connection the following view is displayed:

open A

Chooge connection kind
|[R5232] Local =]

Service code I'I m

Open I Cancel |

where:
Connection kind - serial port to which module is connected
Access code- service code of transmitter

Detailed description of connections configuration is included in clause 6.3.5.

6.3.9. Operations -> Send

This function is analogical to the above one, at the same time it enables data saving
into EEPROM module. Correct saving is confirmed with message on a screen.

Save £l

Choose connection kind
[[R5232] Local =l

Service code |1 111
Sernial nurnber I

W Settime |200311-24 14.37:42 =]
n November 2009 n
Mun TueWed Thu Fri Sat Sun

26027 28 23 030 1
2 3 4 65 B 7 8
9 10 11 12 13 14 15
16 17 18 13 20 21 22
2EY s x 7 2 0x
W1 2 3 4 5 B
[ |Today: 24/11/2009
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6.3.10. Operation -> Restore default settings

If operation “Read” finishes with error message (e.g. if access code is unknown) it
is possible to come back to default settings by selecting “Restore default settings”. e
“"Do you want to overwrite current configuration with default values?”. After
confirming the following window shall appear :

Restore device's default sekki £

Chooze connection kind

[RS232] Locall

R estare I Anuluj |

This operation is possible only with local connection. After operation completing
device parameters shall come back to default settings.
6.3.11. Operations -> System events history

~Events history” provides information about last events stored in PX100N device
memory. See chapter 7.11 Events history.

6.3.12. Device monitor

“Device Monitor” provides real-time information on PX100N device state. See
chapter 7.10. Device Monitor.

6.3.13. Help -> About program

Select this information to view additional information about program.
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7. PROGRAMMABLE PARAMETERS

Parameters available in configuration program are divided into groups: Access,
Transmission, Inputs/Outputs, Monitoring, Restrictions, SMS Notifications, Link
control, RS-232 and Firmware. Every from these groups will be described in detail in
next part of this manual.

7.1. ACCESS

7.1.1. Parameters

7.1.1.1. Device mode

“+ GPRS transmitters configurator = |EI|1[

File Operations Help

NS e & e @ |
— Paramety — Primary server parameters
Device mode IGF’HS i GMS vl Server address IaIID'I .ebstrade. com
GPRS test time I &0 3: [5] Server port |8831
Interval betiwesn subsequent Iﬂ
SMS mode after unsuccessiul m connection attempts. o oy |shs]
attempts
: i Iﬁ. ] Humber of connection attempts Iﬁ.
' SMS test ime 1 = before switching to backup server 3 -
Server phone number |+4BBUUDDD1 23 : :
[ Sirdauenis v}a S inmediely v Always ty to connect to primary server at first
— APMN parameters: — Backup server pararneters
Server address |E2.1 23289
Ell=S | TR
Server part - a001
- Interal betweaen subsequent o
PN |era|nternet connection stterpts |?D Ev [5]
I— Murnber of connection attempts Iﬁ.
UserID hefore switching to primary server 3 -
Uzer password | v Disconnect after 300 = [z]
DNS1 [194.204 153 001 i
— Service code |123458?
DNS2 | Resticted user's service code |?854321
SIM card PIN |1‘I‘I‘I
Type: PX100M | Sh: | Firrmware version: | | 11:56:08

Depending of user preferences, a device may operate in 1 out 4 modes (available

from scrolled list) :

) GPRS & SMS: GPRS standard transmission (TCP/IP Protocol), and if any
problems follow with this link it automatically SMS mode will follow.

0 SMS: Transmission only in SMS mode, without trial to establish GPRS link

0 GPRS: GPRS standard transmission (TCP/IP Protocol), and in case of any
problems with this link no transmission will follow.

o} Serverless: no transmission to the server with is possible, remote
communication possible only via SMS notifications to the user
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7.1.1.2. GPRS test time

The device sends signal “Test” with determined interval that informs monitoring
station that the device is in operation mode. In this field you can determine how
often this message will be sent (in seconds) .

7.1.1.3. SMS mode after unsuccessful attempts

Define number of reconnections to server. If during all reconnections fail the device
will go into SMS mode. In this mode PX100N will try to make connection with
server, according to interval defined in clause 7.1.3.3.

7.1.1.4, SMS test time

This function is analogical to GPRS. It is activated when problems with GPRS
transmission follow when the device automatically goes into SMS mode (it relates to
operation mode in SMS). Usually it is undesirable to send text as SMS so often as
with GPRS transmission. Parameter this allow for significant extension of distance
between tests (time in minutes) or completely interlocking of this option.

7.1.1.5. Server phone number

If GSM modem is connected to server application (e.g. OSM.2007) enter in this field
its number. Any SMS will be sent to this number if transmitter has got problems
with GPRS transmission.

If this field is left blank or 0 was entered, the transmitter will be operating
exclusively in GPRS mode.

Note : This field will be inactive if device is to operate in GPRS mode.

7.1.1.6. Send events via SMS immediately

In case of GPRS connection lost device will send SMS reports immediately, even if
the device isn’t in SMS mode yet.

7.1.2. APN Parameters

7.1.2.1. APN

Parameter depending on GSM network operator that supplies GPRS (SMS) services.
It provides GSM network access point name. It possible to obtain a private access
point. In this case a name will be provided by GSM network operator.
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7.1.2.2. User ID

When using public APN , user ID is mostly not required. For private APN this
parameter shall be obtained from operator (it is impossible to be granted access to
GPRS network without it).

7.1.2.3. User password

When using public APN , user ID is mostly not required. For private APN this
parameter shall be obtained from operator (it is impossible to be granted access to
GPRS network without it).

Note : Private APN provides very high security of the system.

7.1.2.4. DNS1 and DNS2

It determines address of main and backup DNS server (Domain Name System).
If IP server address has been entered in form of domain it is required to provide
minimum one DNS address.

7.1.3. Main Server Parameters

7.1.3.1. Server IP Address

It is address of receiver of monitoring system (OSM.2007) or computer where
“Communication Server” software has been installed , e.g. 89.123.115.8. This
address may be provided in domain name of server, e.g. modul.gprs.com. In this
case it is required to provide minimum one address of DNS server.

7.1.3.2. Server port

It determines server port that was selected in server for collection of data from
transmitter.

7.1.3.3. Interval between subsequent connection attempts

Programmable and equipped with SIM card device will try to make automatic
connection with server. In this field you define interval (in seconds) after which next
connection will follow if the previous connection failed.

7.1.3.4. Number of connection attempts

In this filed you determine how many times device will try to make connection to
server. If connections fail, PX100N after execution of some connection will start
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procedure of connection to back up server. This option is active only if we define
parameters of backup server.

7.1.3.5. Order of connection to servers

Mark this check box means, that the device will try in first order to connect to
primary server, without regard on definition of parameters for backup server (in
peculiarity of number of connection attempts).

7.1.4. Backup server parameters

7.1.4.1. IP server address

It is IP address of second (backup) receiver of monitoring system (OSM.2007) or
computer where “Communication Server” software has been installed , e.g.
89.130.125.82. This address may be provided in domain name of server, e.g.
monitor.gprs.com. In this case it is required to provide minimum one address of
DNS server.

7.1.4.2. Server port

It determines server port that was selected in server for collection of data from
transmitter.

7.1.4.3. Interval between subsequent connection

If device can not connect to primary server defined this after exhaustion for him
number of attempts, it will begin realizing the procedure of connecting to backup
server. We in this place define space of time (in seconds), after which test will
connecting renewed if previous finished with failure.

7.1.4.4. Number of connection attempts

In this field you determine how often device will try to make connection to backup
server. If connections fail, PX100N after execution of some connection will back to
procedure of connection to primary server.

7.1.4.5. Disconnect after time limit

If you mark this choice field the device will disconnect from back up server after
passage of set time. Further operation depends on defined parameter Order of
connection (See clause 7.1.3.5). If this option is active the device reconnects to the
primary server. If this option is not active the device firstly completes connection to
backup server procedure and if this fails, the device will try to connect to the
primary server.

PX100N_Manual_en-1.11i9 Page 22 / 52



7.1.5. Access

7.1.5.1. Service code

It provides security against unauthorized access. It is being used during
programming of device and during remote controlling (in TCP/IP or SMS mode).
Factory setting is 1111. During the first starting of device (programming) it shall
be changed. Code may consist of up to seven alpha numerical characters.

7.1.5.2. Restricted user’s service code

Allows restricted access to the parameters of device. When restricted user’s service
code is used following groups of parameters are unavailable: Access, Transmission,
Restrictions, SMS notifications, Link control and RS232. Choosing unauthorized
groups of parameters in "GPRS transmitters configurator” causes error notification.
Default restricted user’s service code: 2222

7.1.5.3. PIN of SIM card

As a device operates via GSM network, SIM card is indispensable and it may be
received from phone operator. Before the first use PIN code of SIM card shall be
programmed for operation in given transmitter. PIN code is indispensable for
automatic system launching. In case of card without PIN code, it is possible to enter
any value e.g. 0000.

If you enter wrong PIN number after inserting card and switching on transmitter,
the system will not launch and you may be able to use card after entering PUK card
only (with use of any GSM mobile phone).

Factory setting of PIN in PX100N transmitter is 1111.

7.2. TRANSMISSION

For the purpose of maximum security of transmission, data is encrypted with AES
key. This option may be used for GPRS and SMS transmission.

After selection of encrypted transmission you may use your own code (256 bytes -
signs 0-9 and A-F) or use default settings.

Selection of not coded transmission means device operation similar to PX
transmitters.
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“ GPRS transmitters configurator o im] [ |
File  Operations  Help
Pl S CeEe & g @ |
r— Transmission
('“ i o
5 Transmission Mot encrppted [F+ emulation) Encrypted
AES encryption kep for GPRS ¥ use default
AES encryption key far SMS ¥ use default
Pratocol
’7 & TCP  UDP
Type: PX100N = Firmware wersion: § 11:56:37

7.3. INPUTS/OUTPUTS

Transmitter has got 8 signal inputs and additional input for sabotage signal switch-
key connection. Module is equipped with two outputs: indicating sabotage and an
additional one. In/Out option enable programmable configuration so that
transmitter operates pursuant to requirements of the user.

All inputs of the device are 24 hour alarm inputs.

7.3.1. Inputs configuration

For every input the following settings shall be determined respectively.

7.3.1.1. NO/NC

This parameter allows us to determine the steady state of the input. Change of this
state results in sending information on alarm. Allowable NC and NO input. NC input
shall be shorted to ground. Actuation follows after decay. NO input remains open.
At this moment of shortening to ground activation follows.
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= GoRS transmitters configurator STk
File  Operations  Help
(S AR & g @
1| utput 1{0UT1/TMPY | Dutput 2 (DUT2/8UK) | Advanced autpts contial |
Input canfiguration
Locks
M “_Ul E;;SP On gﬂ?w Tirne{m] i
3. Inputs/Dutputs Input 1 e m r | = |5 = u
Input 2 (N ol PT | CH =] s ] |
It 3 [l 40 - m = = r
Input 4 @ o Jam = | =] = | |
Input 5 & o [ = [ =g [ 3 o
It & (G 400 : A s = r
lopit 7 & c [ =H rrFag B r
Input & (I ol PTT | . = S ||
Tamper & 400 : A s = r
Type: PX100N [ s Firmware versian: | 11:56:49
7.3.1.2. Delay [ms]

This parameter means minimum time for change maintenance at input so that it
would be detected by transmitter. Factory setting is 400ms.

7.3.1.3. Lock

With this option you can lock any input of module, and as a result condition changes
on this input will be ignored and will not be reported to monitoring station. Lock
may be persistent or temporary.

In case of temporary lock - user can set lock time and number of input state
changes after which lock occurs. Lock time is counted from first input state change.
Both types of lock can be deactivated by SMS command (see RLIMIT command
described in chapter 9).
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Limit: N = 2 input changes during Tb time (3rd change activates input lock)

A<—> <« 4T g4 T -«

i1 :

Events send to server

“ “ >

Event: input active

A

Input activation and deactivation

Event: input not active

Input activation and deactivation — no reaction

Temporary input lock | Event: automatic input lock

Event: automatic input unlock

- N and Tb parameters may be set per input
- Locally there can be 2 x N — 1 input activations. In summary average number of activations during defined period of time will be preserved.

7.3.2. Outputs configuration

Tab ,Output 1 (OUT1)” and ,, Output 2 (OUT2)"” specify conditions of switch outputs.
Settings for all outputs are identical so they will be described in one chapter.
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“+ GPRS transmitters configurator = |EI|1[

File Operations  Help

R AR < RN NN R

‘EIIDutpyt 2 [OUT2/80) I Advanced outputs cantrol I

= Turn on output T (OUT1/TME]
i~ Activation mode and timing
" bistable % monostable 30,0 = Bl

— Conditions
3. Inputs/Outputs L \
Diependent on watchdog sethings

™ Mo cannection to server fimmediately after detection]

™ Neo G5M signal [immedia_t_el__l,l after detection]

I “whenincoming call detected from number I

™ Dependsrt on state iansitioris from nonactive to active of one of the inputs

| Il | Eondition

|nput 1 Mever j
[ = Mewver j
|t 3 Meswvar ;I
|nput 4 Mewer ﬂ
Input & Mewver j
|PpLt B Mewer j
|t 7 Mesvar ;I
|nput & Mesar j

Type: PX100N | Sh: | Firmmare wersion: § 11:57:04
7.3.2.1. Activation mode and timing

Thanks to this option you may choose output operation mode. There are two
operation modes available:

o Bistable - connection follows for indefinite time- up to the moment of
disconnection of power for module or remote command which switches
output off,

o Monostable - connection follows for time defined by user - every 100ms.

7.3.2.2. Conditions

Defines conditions for activating both of outputs. User can set following conditions:
o No GSM signal (immediately after detection);
o Detection of incoming call from defined telephone number;
o Dependent on state transitions from non-active to active of one of the inputs.
Outputs can be also activated by internal watchdog, which can be configured
in “Link control” group.

7.3.3. Advanced outputs control

The user is able to determine an alternative course of action to go over basic
outputs configuration function described in 7.3.2 Outputs configuration. In the
“Advanced outputs control” you may define separately the behavior of each of the
outputs, depending on events taking place. “Advanced outputs control” differs from
the existing basic “"Outputs configuration” by:

o it is possible not only to turn on but also to turn off the output

o output can be activated temporarily for specified amount of time
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o there is a complete list of events for which you can define the behavior of the
output

Note: where possible, use either the basic configuration of outputs (7.3.2
Outputs  configuration) or with an “Advanced outputs control”!
In particular, the basic configuration of existing options: “No GSM signal
(immediately after detection)” and “Dependent on state transitions from non-active
to active of one of the inputs” should not be used with their replacements “[Off]
GSM” and “[On] Input x”.

_Eix]
File: Cperations . Help
D CeRe & Q@
Inputs | Dutput 1 [DUTTATMP] | Output 2 [DUT24a0Ux) | Advanced auipats caniol |
Ewent | Qutput .1'[Ij UT1/ThF] Output 2 [OUT2/aUX) -~
m Do Mathing =] Do Nothing =
[0H] gt 1 Do Nathing \=][ De Hething =]
kA otits [On] Input 2 Do Mathing 7| Do Mothing =]
[D6] Input 2 Do Nathing ;l Do Nathing -
[0 It 3 Do Mathing x|| Do Nothing =]
4] gt 3 Do Nathing x][ Do Mething =]
[On] Input 4 D Mathing =] Do Nothing e
[ Input 4 Do Mathing ;l Do Nathing ﬂ
[0n] Input 5 Do Nothing =|| Do Nething =]
[OH] Input 5 Do Mathing x][ Do Mathing =]
[Or) Inpit & Do Mothing j Do Mothing j
[OH] Input B Do Nothing =] Do Mothing =]
(O] Inpue T Do Nothirig =] Do Noting =
[0FF] It 7 Da Nothing x| Do Mothing =l
[0 gt & Do Nothirig =] Do Nothing =l
e T | P— 5
Feset | Reset |
Time of output activation lm 5] |
Type: PX100N | Shl: | Firmware version: [ | 11:57:18

7.3.3.1. Output 1/0utput 2

These columns define which signals are to influence the status of a specific output.
Possible choices are:
o Do Nothing - output status will be not changed (default action)
o Turn on output - output will be permanently turned on
o Turn on output temporarily — output will be turned on for an amount of time
specified by parameter 7.3.3.2 Time of output activation
o Turn off output — output will be turned off

Press the [Reset] button to assign the action “"Do Nothing” for each event.

The output state does not change if the current state of the output coincides with
the result of the action.

7.3.3.2. Time of output activation

Parameter defining amount of time for which the output is to be turned on for the
functions of advanced outputs control.
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7.4. MONITORING

Thanks to this option you may determine which of available signals generated by
the device shall be transmitted to monitoring station.

NOTE: “"Configuration changed” event refer to configuration changes made
by SMS or GPRS commands.

7.4.1. GPRS On / GPRS Off

In this column you define signals that are to be reported to monitoring station with
GPRS transmission. There is possibility to send information on alarms (input state
change from rest to action status) and on returns of input state from action to rest
(normalization).

To transmit any signal you should only click it (proper square on your right).

Click on [Clear] button to remove all marked signals.

Click on [Invert] button to change markings to contrary.

@ GPRS transmitters configurator _;Igli[
File  Operations  Help
IR AL R N LN A |
Event. | GPRS On GFRS O SMS On SMS O Skip initial state |~
e R AN ;
Input 2 v v v v O
Input 3 I I 2 il |
i ~ [ [ [ r
nput S i i i i3 I
4_ Monitoring Input 6 ¥ v I\_/ ¥ r
Input 7 v v ~ i3 O
Input & I i v ir2 I L}
Tkt ] 7 5 [ r
Power ¥ I I i -
Batay. 3 ¥ 3 " r
Dutpue T [OUT1TMP) 2 v 72 W
Dutpur 2 (OUT2iAL3) W~ ¥ =] [~
RE232 tests v v = ™
Temp input 1 lock I3 ¥ ~ i
Temp. input 2 lock 7 2 72 I~
Tl B ok 2 3 [ [ k|
: Clear | [rert | Clear | et | Clear |
Pawer loss E00 = [8] [ | 'Sieep when the battery voltage less than Iﬂ ] ‘
Type: PX100N | Sh: | Firmware version: | | 11:57:38

7.4.2. SMS On / SMS Off

In this column you define signals that may be reported at monitoring station with
SMS messages - when there is no connection with server over GPRS. There is
possibility to send information on alarms (input state change from rest to action
status) and on returns of input state from action to rest (normalization).

To transmit any signal you should only click it (proper square on your right).

Click on [Clear] button to remove all marked signals.
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Click on [Invert] button to change markings to contrary.

7.4.3. Skip initial state

This option allow for locking of sending of information on status of active inputs at
power connection. Information on inputs will be sent to server after the first change
from inactive to active status.

For the events “Power” and "“Battery” no selection “Skip initial state” will cause
sending information about the power supply / battery on boot device regardless of
the power supply / battery state.

7.4.4. Power loss

One of device additional options is monitoring of power supply voltage. As short
voltage drop may follows at some facilities, it is possible to avoid reporting by
entering time after which information will be sent.

Value of this parameter means that voltage drop shall follow within this determined
time so that device recognizes it as real voltage drop and that information might be
sent.

7.4.5. Sleep when the battery voltage less than

If you check an option “Sleep when the battery voltage less than” battery voltage
threshold field becomes available. The threshold is used when the transmitter goes
into Sleep mode. Due to the characteristics of the battery Sleep mode ensures
reliable operation of the device when the battery is the only source of power at the
time. If the option “Sleep when the battery voltage less than” will remain unchecked
transmitter will work as long as it allows the battery. This may adversely affect the
capacity of the battery for a further period of use as well as cause a generation of
false alarms.

Transition to Sleep mode occurs when the battery voltage falls below the defined
threshold (taken into account the 3 consecutive measurements performed in 10-
second interval). The following steps are then performed:
1. Too low voltage - sleep event is generated
2. Transmitter for up to 30 seconds is trying to send Too low voltage - sleep
event to the software
3. Device switches to Sleep mode, i.e. the modem goes to off, inputs are not
being monitored, outputs are turned off, an external telephone line is
attached

Sleep mode is indicated by alternating lighting and off LEDs: OK and ERR.

Exit from Sleep mode occurs when one of the following situations occurs:
= Main power supply is connected and the battery voltage exceeded a value of
“threshold of sleep” + 0.6 V
» Overall disconnect power and re-connect the battery and / or AC power

For transmitter inputs are reported only changes in relation to the state before
sleep.
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7.5. RESTRICTIONS

7.5.1. SMS Authorized phones

User may restrict remote access to the device (via SMS) for determined phone
numbers. A list of numbers (up to 5 numbers) determines which numbers are
allowed to connect with transmitter.

Available options:

» Deny all: means no available telephone communication.

> Allow all: means that telephone communication is possible from any phone.

> Allow chosen: means that telephone communication is possible only from these
numbers that are on the list. It is possible to list up to 5 phone numbers.

Select “Allow chosen” to get access to edition window. Enter another numbers and
click on [Add] button to send them to the below table. Position cursor on line with
number and click on “Remove” to remove number from table.

Click on "Remove all” to remove all numbers from table.

@ GPRS transmitters configurator =0 [l [
File Operations  Help

R AR - TR N A

5MS and data calls [C50] |

i~ 5M5 authorized phones —GSM modems authorized phones ————————————
" Denyal  Dieny all
0 flla al £ Allaw al
% &llow chosan & Allaw chosen
Enter phone number; Enter phone number:
| Add
5. Restnictions +4 3600000002 +4 3600000006
+4 5600000003 +4 5600000007
+4 3600000004 +4 5600000005
| ———
Remove | Remae | Remaove: | Remove al |
—\uj"élidit_l,l period of outgoing 5MS5 messages | [ SMS limits

o ¥ Turn on SMS limits
Cychic SMS tests zend to zerver I'I hour vI

¥ Coclic SMS tests send to server
SMS events sent to server |'I2 hiours *I ¥ 5MS events sent to server

¥ SMS events sent ta user

SME events sent to user IB b 'I ¥ Command answers
Max, S5 quantity 10 Eﬁ [pigces]
Command answers |'I day "I ? o
B0 =1 [min]

SMS counter reset

Type: PX100N Sh: Firmware versions | | 11:58:05

Note:
a) authorizing of coming SMS comes through comparing humber of oncoming SMS
with numbers from table. It is allowable to enter only a part of number e.g. 1234.

As a result all numbers with this sequence will be authorized e.g.600123456 or
601234567.

b) If modem connected to OSM.2007 server will be used to send SMS, its number
have to be entered on the list.
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7.5.2. GSM modems authorized phones

For connections on CSD channel the user may limit remote access to device from
GSM modems. Only numbers on the list (up to 5) allow for communication with
transmitter.

Available options:

» Deny all: means no available telephone communication.

> Allow all: means that telephone communication is possible from any phone.

> Allow chosen: means that telephone communication is possible only from these
numbers that are on the list. It is possible to list up to 5 phone numbers.

Select “Allow chosen” to get access to edition window. Enter another numbers and
click on [Add] button to send them to the below table. Position cursor on line with
number and click on “Remove” to remove number from table.

Click on "Remove all” to remove all numbers from table.

Note:

a) authorizing of coming CSD comes through comparing of number from which it

was sent with numbers from table. It is allowable to enter only a part of nhumber

e.g. 1234. As a result all numbers with this sequence will be authorized

€.9.600123456 or 601234567.

b) If modem connected to OSM.2007 server will be used to make connections CSD,
its number have to be entered on the list.

7.5.3. Validity period of outgoing SMS messages

User may limit time for the GSM operator to deliver information via SMS when
recipient is unavailable due to out of GSM signhal coverage for example. Time
limit is defined separately for the following groups of information:

» SMS test to server

» SMS events sent to server
» SMS events sent to user
» Answers to commends

Selection is to be made from scrolled down values by clicking on arrow besides
selection area. Allowable options: 5, 10,15, 30 minutes; 1,2,6, 12 hours; 1, 7 days,
MAX (meaning no specified time).

7.5.4. SMS limits

User may limit number of SMS sending by transmitter. As the main way of
transmission should be GPRS this limitation is essential to reduce costs.

Mark field [Turn on SMS limits] to activate access to information groups that
shall subject to limitation:

» SMS test to server

» SMS event s sent to server

» SMS events sent to user

» Answers to commends
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Limitation are defined by providing two values:
» SMS maximum number: determines maximum number of sent SMS messages per
time unit (see SMS counter reset). This option protects user against sending

too much of SMS messages e.g. in case of failure.

» SMS counter reset: This parameter determines time schedule (in minutes)
according to which counter of sent SMS messages will be zeroed.

7.6. SMS NOTIFICATIONS

User may define messages that in case of any event (e.g. input state change) will
be sent to private phone numbers. At the same time it is worth to remember about
limitation in this respect.

7.6.1. Phone numbers

One way to limit amount of sent information (by SMS) is to define a list of 5 private
phone numbers. This list means that only telephones listed on it will receive
messages sent by transmitter.

To edit you shall follow this procedure:
o Enter due telephone number into edition field.
o Click on [Add] button to transfer number to the below table
o Repeat procedure (up to 5 phone numbers).

# GPRS transmitters configurator ;lglil
File  Operations  Help

RS e eE S S ® ]

Phone rumbers | Eventsl Statusl SMS Forwardl

— SMS Matifisations phone list

Enter phone number:

+43600000006

+48500000007
+43600000003

Femave | Remove all |

6. SMS Notifications

Type: PX100N SH: Firmware version; | 11:58:18
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Position cursor on line with phone number and click on “*Remove” button to remove
number from table.
Click on "Remove all” button to remove all numbers from table.

7.6.2. Events
This tab is to configure and edit SMS messages to be sent to listed phone numbers.

You may define SMS text message with reference to any event from the list
(Tamper: Activation, Restore; Inputl: Activation, Restore; etc) that will be sent if
this event follows. To define use edition field on the right of events list.

Follow the procedure:
a) Select event to edit from the list.
b) Mark square next to phone number that SMS is to sent to
c) Enter message text of SMS when field is active
d) If the “Copy the contents from first message” will be marked then selection
and text content will be automatically copied from the first message,
otherwise you may copy one text and paste to other field manually

#+ GPRS transmitters configurator = IEIIﬂ

File  Operations  Help
S el | & Q@

Phone rumbers  Events | Statusl SMS Forwardl

Bia--lnput‘l ¥ Copy contents fram first message
#-Input 2
B;i--lnput3 v +48600000005
- Input 4 Tamper activation
#-Input 5
- Input 6
- Input 7
s Inpui 8 [v +4B600000006
& Tamper Tamper activation
¢ Restore
& Power

6. SMS Notifications H-Diettey ¥ +48600000007
- Output 1 [OUT1/THP) T - i t:
- Output 2 (OUT2/8L1) B At
- RS232 tests
- M imit
#-Test message ¥ +48600000008

Tamper activation

Characters left
1979

Type: PX100N Sh: | Firmware version: | 11:58:34

Note :
o The total number of characters for all SMS messages shall not exceed 2000
o Mark any mistake and delete by pressing [Del] button
o You may copy one text and paste to other field.
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7.6.3. SMS user tests

SMS user tests sent to specified phone numbers are carried out independently of
the operating mode of the device (GPRS / SMS / GRPS & SMS / Serverless). To
enable the cyclic tests provide up to 5 phone numbers in “SMS Notifications” tab.

Then, for the event "Test message”, type your message and provide a period of the
test message. To do this, mark “Send test every” and indicate the period of the test
set out in the next field. The format of the test period field is “the total number of
days, number of hours:the number of minutes”. No selection in the “Send test
every” will disable SMS user tests.

“+ GPRS transmitters configurator = |EI|1[

File Operations Help
D CeRe & Q@

Phone rumbers  Events | Statusl SMS Forwardl

:::EE:; W Copy.contents from first message M Send test every IU4,UD:DD E: [d.kim]
- Input 3 v +48600000005

- Input 4 TEST

- Input 5

- Input B

& Input 7

#-Input 8 ¥ +48600000006

TEST

6. SMS Motifications i Battery W +48600000007
- Output 1 (OUT1/TMP) A —

s Output 2 [OUT 27801
- R5232 tests

a5 SMS fimit

e Tes message ¥ +48600000008
E TEST

Characters left
1979

Type: PX100N | Sh: | Firmmare wersion: § 11:58:49

7.6.4. Status

The device provides for remote enquiry about the status. Edit in this field message
text that is to be sent to the user as a reply to command regarding status checking.

Telephone numbers authorized to send enquiry about status are defined in option
Restrictions >Authorized SMS phones.
Reply from device shall be sent at number, from which enquiry was sent.

In reply about status a device shall send one SMS message containing proper text
defining actual output , input state and power supply.

Note : Counter “Allowed characters” informs about the total number of
characters that may be inserted into the table.
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“ GPRS transmitters configurator o im] [ |
File  Operations  Help

Ry AL P YA -3 X

Phone numbersl Events Status I 5MS Forwardl

Ewent Alarm state Mormal state

Inpuat 1

lnpuat 2

Input 3

lrpat 4

Input S

lnpuat &

Input 7

Input &

6. SMS Motifications

aFF

Povwer

Batten
Output 1 [OUT1THF)
Output 2 [OUT27ALE)

RS232 tests

5SS limit

Characters left 156

Type: PX100N = Firmware wersion: § | 11:59:04

7.6.5. SMS Forward

The device is able to forward received SMS messages according to the specified
rules. This function may be helpful for example when GSM operator sends messages
with account state to SIM card installed within device. In this window you may
provide up to 5 rules.

Each rule contains a pair: part of sender phone humber and correct recipient phone
number. In some cases a part of sender phone number may be an empty string
which means that any phone number matches to the rule. All rules are processed
with given order. It means that in some cases one SMS message may be forwarded
to more than one recipients and/or some of them may be forwarded more than once
to the same recipient. The second case may occur when there are at least two rules
with the same recipient phone number and their part of sender phone number
matches with message sender phone number.

Note : It is a user’s responsibility to provide correct rules which will not create
loops of forwarded SMS messages.
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“ GPRS transmitters configurator o im] [ |
File  Operations  Help

S e eE S @@ ]

Phaone numbersl E\rentsl Status

— 5MS Forward

Fomward received SMS messzages (eg. sent by GSM operator with account state] which fulfill
following criteria.

Part of sender number
[empty=ary number]:
I | Add

Recipient number;

6. SMS Molifications S ender | Recipient

Remaove | Femave all |
Type: PX100N = Firmware wersion: § 11:59:20

7.7. LINK CONTROL

These options enable automatic action of device if communication with monitoring
station was broken up. It relates to situations when device lost connection to GSM
network or if GPRS transmission is impossible.

7.7.1. GSM

Activate this function (mark [Turn On] field) to get access to parameters
determining action of device if outside GSM network.

Define time limit after which transmitter shall reconnect to network. Enter time
limit in field [Reset after ] and provide this value in minutes.

Next define action that the device shall perform. Select action by marking proper
square next action description:

0o Modem Reset

o Device Reset

o Turn on auxiliary output

o Turn on sabotage output

In case of no connection with GSM network the device after recognizing the

situation shall wait during provided time limit and then shall perform programmed
actions.
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“» GPRS transmitters configurator

File  Operations

Ry AL P YA -3 X

7. Link control

Type: PX100N

=101x]

—watchdog
—G5M
¥ Tuman Reset after | 15 Eﬁ [ria]

After activation:
¥ Modem reset

" Device reset

™ Tum on output 1 (OUT1/THP)
™ Tum on output 2 [OUT24805)

— GPRS

¥ Tumon Reset after

After activation:

V¥ Madem reset

" Device reset

I 10 Eﬁ [rriit]

™ Tum on output 1 (OUT1/THP)
[~ Tumn an output 2 [OUT 224U

Firmware wersion: §

11:59:35

7.7.2.

Activate this function to (mark

GPRS

determining action of device if GPRS connections is lost.

Define time limit after which transmitter shall reconnect to network. Enter time

limit in field [Reset after] and provide this value in minutes.

Next define action that the device shall perform. Select action by marking proper

square next action description:

o Modem Reset
o Device Reset

o Turn on sabotage output
o Turn on auxiliary output

In case of no connection with GPRS network the device after recognizing the
situation shall wait during provided time limit and then shall perform programmed

actions.
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7.8. RS-232

“" GPRS transmitters configurator

==l

File Operations  Help
D AR & Q@

—R5232

— Serial port settings i Buffer flushing
Baud rate [s800 - Aiter receiving I—_‘
ASCll chatacter 1270 - SFO13) =
Data bits |8 vl
Aifter time I'ID E [2]
Parity | Mone - I
Stop bits |1 vI Alter receiving |255 3:. [characters]
Flow contral | MHaone i I

—Advanced port settings
¥ Disable data receiving

v Disahle data sending

8. RS232

¥ Half duplex mode:

¥ Check tests send by a device connected to the port

Test message 1234 Test presence every IBD 3: {18
¥ Don't retransmit test message to the server
Type: PX100N | Sh: Firmmare wersion: § 11:59:50
7.8.1. Serial port settings

The device has been equipped with RS-232 serial port to enable obtaining additional
information. To make use of this link it is required to define its parameters. For this
purpose select parameters from the below table:

Parameter Value
Baud rate (bits/sec) 300,1200, 2400, 4800, 9600, 19200, 38400, 57600,
115200.
Data bits 56,7,8
Parity None, even, odd, mark, space
Stop bits 1,2
Flow control None, RTS, CTS, RTS/CTS

The selected parameters shall correspond to RS-232 port settings in device, with
which the transmitter is to cooperate.

7.8.2.

Data received from connected device are stored
capacity is 511 bytes. Define criteria that meeting shall mean data transmission to

Buffer flushing

in transmitter buffer.

monitoring system transmitter. The following options are available:
- After receiving ASCII character
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- After expiry of defined time
- After receiving defined amount of characters

For every option list of available values are provided, and they me be scrolled down
after clicking on adequate arrow.

The transmitter controls buffer contents in respect of meeting of determined
criteria. It is performed with the following order: selected character, time, number
of characters.

Discharge of buffer (transmission) follows if one criteria is fulfilled.

7.8.3. Advanced port options

7.8.3.1. Disable data receiving

This option allow for lock of data received from device connected to RS-232 port of
transmitter. It is used in case of failure or situation when PX100N is being used to
control the device.

7.8.3.2. Disable data sending

This option allow for lock of data sending to device connected to RS-232 port of
transmitter. This prevent accidental or unauthorized controlling of the device.

7.8.3.3. Half Duplex mode

This option provides for automatic lock of data receiving (via RTS) if transmitter
begin to send data to the device.

7.8.3.4. Tests of device connection to port

If the device connected to transmitter port generates periodical connection tests,
these tests may be under PX100N control. To provide for that (after this option
activation) enter text message and define frequency (in “Test presence every [s]”
option).

Additionally user may determine if text messages will be sent to server. If this
option was not selected it is required to make sure that while the device connected
to transmitter port is not sending text message to transmitter, PX100N sends to
server due message (See chapter 7.4 - option "RS232 tests”).
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7.9. FIRMWARE

The device is equipped with built in bootloader that allow for updating and change of
firmware. During programming all information is displayed in respect of carried out
operation.

“+ GPRS transmitters configurator - |EI|1|
File  Operations  Help
OIS CemE B Q@ ,
' WARNING 111
Incompetent change of software can lead to durable damage of the
devicel
1] QOpen firmware file
2] Choose connection I[F|8232] k1 j
3 Firrnware update Start |
0%
Progress
Statuz ;I
Type: PX100N | SH: | Firmware version; | 12:00:04

Follow the following procedure:
a) Launch configuration program
b) Open “Firmware” option of configuration wizard
c) Open file with new firmware (click [Open] button to locate where file is).
d) Select file transmission mode: local or remote.

Note: Procedure of assigning firmware to a device is analogous to
programming a device. For procedure refer to chapter 8 Programming of
the device.

e) Click [Start] button to start software exchange.

f) Loading course is displayed on special window.

g) Close the window after completed saving
From this time on the device will work under control of new firmware.

Note : The above procedure shall be carry out with due care to avoid
improper device operation.
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7.10. Device Monitor

“ GPRS transmitters configurator 1= =]

File  ©perations  Help
Ll NS TeBE | &9 @ J

— Part

e, | I
Port |[A5232] k1 hal T

[ [tore] ser [
— Inputs

EEDEE DN D N e

— Device dezcription

—Log

9. Firmware

Lag saving not active Save log Clgar lag

Type: PX100N |SN: |Firmware version; § | 1z:00:16

“Device Monitor” provides real-time information on device state. To use this function
device must be connected to PC computer with LX-DATA cable (using DEBUG plug).
Correct RS232 port must be chosen in “Port” field. “Device monitor” provides
following information:

+ AC power indication

« Battery power indication

e PSTN line indication

* GSM network signal level indication

« Bit-Error-Rate level measuring

« Inputs and outputs state monitoring

+ Type or serial number of device

+ Firmware and hardware revision

* Device time
These parameters are also shown in LOG window in text style. All data can be saved
to file.
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7.11. Events history

Eventshistory =

Parameters; | Filkering | Chartz |

Chooze connection kind | [R5232] k1 hd Semvice code I % read from end

Type |L><£P><N£P><D ] Setial rumber | £ read from begiring Open |

[RIE N Ies s T s S Py Y I e B 2 T TR neECerveEd Qroo vuinngrnyg |Arn2_MCLCIveL ] ﬂ
0071340 2009-12-22 11:09.47 [24.0 Communication Command received 'GETATTRIBUTE=2¢" [COMMAND]
001941 2003-12-22 11:09:47 [24.0) Communication Command DK [COMMAND_OK]
001342 2009-12-22 11:09.47 [24.0 Cormmunication GFRS rezponge sent [GPRS_SEMT]
001943 2009-12-22 11:09:47 [24.0) GPRS BT TRIEUTE[27): 0=00050000°
0071944 2003-12-22 11:09:48 [24.0) Communication Feceived GPRS command  [GPRS_RECENMED)
001345 2009-12-22 11:09.48 [24.0] Cormmunication Command received 'GETATTRIBUTE=28" [COMMAMND]
001946 2003-12-22 11:09:48 [24.0) Communication Command DK [COMMAND_OK]
001947 2003-12-22 11:09:48 [24.0 Communication GPRS rezponse sent [GFRS_SEMT)
007948 2009-12-22 11:09:48 [24.0) GPRS ‘BT TRIBUTE[28]): 0x00020000°
0015349 2009-12-22 11:09:49 [24.0] Communication Received GFRS command  [GPRS_RECENED]
001350 2009-12-22 11:09.49 [24.0 Cormmunication Cormmand received 'GETATTRIBUTE=33" [COMMAMND]
001951 2003-12-22 11:09:49 [24,0) Communication Command DK, [COMMAMD_OK] 1
001952 2003-12-22 11:09:49 [24.0) Communication GFRS rezponse sent [GFRS_SEMT)
0071953 2009-12-22 11:09:49 [24.0) GPRS ‘BT TRIBUTE[33): 0x00073C0C
0015954 2009-12-22 11:09.51 [24.00 Communication Received GFRS command  [GPRS_RECENED]
0071955 2003-12-22 11:09:51 [24.0 Communication Command received 'GETATTRIBUTE=34' [COMMAMD)
0071956 2003-12-22 11:09:51 [24.0) Communication Command DK, [COMMAMD_OK]
001957 2009-12-22 11:09.51 [24.00 Communication GPRS rezponze sent [GPRS_SENT]
0071958 2003-12-22 11:09:51 [24.0) GPRS 'BTTRIEUTE[34): 00007 36E 8"
001959 2009-12-22 110963 (24,00 Communication Received GFRS command  [GPRS_RECENED]
001960 2003-12-22 11:09:53 [24.0) Communization Command received 'GETATTRIBUTE=39' [COMBAMD])
001961 2009-12-22 110967 [24.0] Cormmunication Read ext. memon  [GPRS_BIN_READ_EFIFO]
001962 2009-12-22 11:09.57 [24.0] Communication GPRS rezsponze sent [GPRS_SENT]
001963 2003-12-22 11:09:59 (240 Communication Fiead ext. memory  [GPRS_EIN_READ_EFIFD]
001964 2009-12-22 11:.09.59 [24.0 Communication GFRS rezponge sent [GPRS_SENT]
001965 2009-12-22 11:10:01 [24.00 Communication Read ext. memony  [GPRS_BIN_READ_EFIFO]
001366 2009-12-22 11:10:01 [24.0 Cormmunication GFRS rezponge sent [GPRS_SEMT] j
v TupesSH Firmare/Hardware 1.10.3/1.4.1 Read from file | Save tofile | y

~Events history” provides information about last events stored in PX100N device
memory. PX100N transmitter is able to save 192kB of data, which is about 8000
events. It is possible to read the history of both using a GPRS connection and
RS232. In the second case data can be send to PC only via LX-PROG cable (the
white one). Correct RS232 port or GPRS connection must be chosen in "Choose
connection kind” field. After providing Service code and clicking “"Open” button
events data will be downloaded from PX100N memory. After properly reading
access to features such as the "Filtering" and "Charts" becomes possible. Both of

them may be used to quickly diagnose the device.

Note: This feature is available for PX100N devices with serial numbers

above 44643.
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Eventshistory K|

Farameters ||Filtering | Charts |

¥ all events ¥ Communication ™ Tests ¥ Paower v Logs and diagnostics
2| reports v Syztem I Connectiviy ¥ Malfunctians i
ST EETE e e T e e e o AR e
0071913 2009-12-22 11:09: 28 (24,0 GFRS ATTRIBUTE(7]:0=01 020209 ;I
001914 2009-12-22 11:09:30 (24,0 Comrmunic ation Received GPRS command  [GPRS_RECEMNED]
001915 2009-12-22 11:09:30 [24.0) Comrmuhic aticn Comrmand received 'GETATTRIBUTE=24' [CORMMAND]
001916 2009-12-22 11:09:30 (24,0 Communization Command 0K [COMMAND_OK]
001917 2009-12-22 11:09:30 (24,0 Commurnication GPRS responze zent [GPRS_SEMNT)
0071918 2003-12-22 11:09:30 (24,0 GFRS ATTRIBUTE([24]: 0x00000000"
001919 2003-12-22 11:09:35 (24,0 Commurnication Received GPRS command  [GPRS_RECEINED]
001520 2003-12-22 11:09: 35 (24,0 Carmmunicatiaon Command received GETATTRIEUTE=0' [COMPAND
0071921 2009-12-22 11:09:3% (24.0) Communication Command 0K [COMMAND_OK]
001922 2003-12-22 11:09: 35 [24.0) Comrmuhic ation GPRS responze sent [GPRS_SEMNT)
007923 2009-12-22 11:09:3% (24.0) GFRS ATTRIBUTE(D]:0=0007 023"
007924 2003-12-22 11:09:37 [24.0) Commurnication Received GPRS command  [GPRS_RECEINED] o
001925 2009-12-22 11:0%:37 (24.0) Communication Command received 'GETATTRIBUTE=11" [CORkASRDY)
0071926 2009-12-22 11:09:37 (24,0 Communication Command 0K [COMMAND_DK]
001927 2003-12-22 11:09: 37 (24.0) Comrmuhic aticn GPRS response sent [GPRS_SEMNT)
007328 2009-12-22 11:09:37 (24,0 GFRS BTTRIEUTE(11]:0x0007 0437
001929 2003-12-22 11:09:40 [24.0) Comrmuhic aticn Received GPRS command  [GPRS_RECEINED]
001930 2009-12-22 110940 (24,0 Communic ation Command received 'GETATTRIBUTE=3' [CORbAAMDY)
007931 2009-12-22 11:09:40 (24,0 Communication Command 0K [COMMAND_OK]
001932 2009-12-22 11:0%:40 [24.0) Communication GPRS responze sent [GPRS_SENT]
0071933 2009-12-22 11:09:40 [24,0) GFRS ‘AT TRIBUTE[3]):0=00004050"
007934 2003-12-22 11:03:43 [24.0) Comrmuhic ation Received GPRS command  [GPRS_RECEIVED]
0071935 2009-12-22 11:.09:43 (24,0 Comrmunic ation Command received 'GETATTRIBUTE=1E' [CORAbASMDY)
0071936 2009-12-22 11:09:43 (24,0 Communication Command 0K [COMMAND_OK)
001937 2009-12-22 11:.09:43 (24,0 Communic ation GPRS responze sent [GPRS_SENT]
007938 2009-12-22 11:09:43 (24,0 GFRS ‘BTTRIBUTE(1E]: 000000007
001939 2009-12-22 11:09:47 [24.0) Comrmuhic ation Received GFRS command  [GPRS_RECEINED] j
Eventshistory A
Parameters | Filtering | I Chartz |
¥ G5M signal " G5M canection [T Mode:server [ Woice cal " Charger
I Battery voltage " GPRS cornection | ModerSMS [ 3D cal I Charging IAPTI

90%
80%
T0%
60%
50%

Level

40% +
30% -k
20% +
10%

0%

History states for the device LX10/19805

22-gru 15:00:00

22-griy 21:00:00 23-gru 03:00,00

Date and time

23-gru 09:00:00

#

& TypeliN L%10/13805]

Firrnware/Hardware 1.10.34.4.1

7 2
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8. DEVICE PROGRAMMING

Programming of device is possible with “GPRS transmitters configurator”

configuration program described in chapter 6. To program the device establish
connection with a device.

Depending on connection mode there are two ways for programming.

8.1. LOCAL PROGRAMING

To program a device locally follow the procedure:

a) Connect PROG joint (on printed circuit) with COM computer port by way of
service wire, defined in option -> RS-232.

b) Connect power supply to terminals +12V and GND. After connection and
detection of programming wire a module shall signal this with LED diodes: a
green one shall flash and red one shall flicker.

c) Launch software and define device options (description is in chapter 6 of this
Manual ). Provide right PIN code for SIM card.
d) Save settings into memory of device. Saving course is displayed in special

window.
Progress 100 2
Status
10-04-2009 1251:51 Waiting for connection to device ;I

10-04-2009 12:51:51 Service code checking
10-04-200912:51:51 Time et correctly

10-04-2009 12:51:51 Configuration iz being zent to device
10-04-200912:51:55 Cloging connection with device
10-04-2009 12:51:55 wirite was successiul

e) After saving disconnect power supply and disassembly service wire.
f) Insert SIM card. Connect module wiring pursuant to guidelines from chapter
3. Turn power supply on.

g) The device is ready to transmit data.

8.2. REMOTE PROGRAMMING

Remote programming of device is possible if:

»user uses GPRS transmitters configurator and GSM modem connected to PC
»user uses OSM.2007 monitoring system receiver.

In first case remote programming is possible on CSD channel and its procedure is
analogous to local programming, remembering that "Modem GSM” shall be selected
from connection options (See chapter 6.3.5.2 - CSD connection).
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Note: Remote configuration with use of CSD canal is possible only if transmission of
CSD data is active both for SIM card inserted in the device, and for SIM card
installed in GSM modem.

In second case according to description in chapter 6.3.5.2 - GPRS linking , it is
required to define remote link on grounds of OSM.2007 parameters. As OSM.2007
collects (and transmits) information exclusively from devices saved in data base, the
first operation during remote programming is proper registration of the device. This
procedure has been described in OSM.2007 Operation Manual.

8.2.1. The first programming of device

As the device does not have defined access parameters in respect of GPRS network
and OSM.2007, programming shall be begun with providing parameters.
Irrespectively of providing these parameters the first operation shall be registration
of device in OSM.2007 data base.

Before remote programming user shall check that the device is furnished with SIM
card (with reservations provided in chapter 7.1.5.3) and is connected to power
supply. User shall know serial number of device and phone number for SIM card.

Follow the procedure:

a) With the use of OSM.2007 console position cursor on proper device in
“Devices” tab.

b) Click “Config.” option and then select “"Set Configuration” function to display
lit of parameters.

c) Enter server address, server port and APN. Click OK and system shall send to
device provided parameters (SMS).

d) Wait till device addresses server (in “Devices” tab it will be marked with green
colour).

e) Launch software and define options of device (description is provided in
chapter 7 of this Manual).

f) Select "Send” to display a new window and select remote connection (GPRS
tab). Save settings in memory of device. Saving course is displayed on
special window.

g) After saving completion close Configuration Wizard.

h) The device is ready to transmit data.

8.2.2. Reprogramming of device

As the device has defined access parameters in respect of GPRS network and
OSM.2007, it is possible to program device at any time.

If device is installed in secured object and is furnished with SIM card and connected
to power supply follow the procedure:

a) Launch configuration wizard and define options of device (description is
provided in chapter 7 of this Manual).

b) Select "Send” to display a new window and select remote connection (GPRS
tab). Save settings in memory of device. Saving course is displayed in special
window.

c) After saving completion close Configuration Wizard

d) The device is ready to transmit data according to new settings.
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9. RECEIVING OF SMS MESSAGE

GPRS module receives specially prepared SMS. If received SMS is not correct it will
be automatically cancelled and device will not operate any action.

As mentioned above the device may operate in two modes:
o with a new encoded protocol

o with PX protocol

Depending on operation mode there are varied commands available to control the

device.

9.1. NEW PROTOCOL

The following format of message is acceptable allowing to send some commends
with one SMS (every command shall be separated with SPACE ):

SERVICE CODE, COMMAND COMMAND

Where:

SERVICE CODE

- device service code

- SPACE

COMMAND

List of commands

- order (see the table below)

DISC Disconnects active TCP connection.

KILL Reset modem; after execution of command a confirmation is
sent.

RESET Reset device. Note: all unsent events will be lost.

OUT=outNr, state

Turn on or turn off outputs. outNr specifies output number (0
for relay output, 1 for OUT1), state specifies requested output
state (0 - switched off, 1 - switched on).

Examples:

OUT=1,0 - switches off OUT1 output

OUT=1,1 - switches on OUT1 output

CMD= [timeout],

Issues AT command to GSM modem and sends response back.

command Optional timeout parameter defines time for modem response.
Time determined in seconds and ranges from 1-30 seconds. If
timeout isn’t specified, 3 seconds is assumed.

DESC Returns device description, serial number (hexadecimal
number) and firmware version.

GETSTATUS Download device status. Command sends text back according
to definition from chapter 7.6.4

GETPARAM= Gets inquired parameter :SERVER, PORT, APN, UN, PW, DNS1,

parameter_name DNS2, SMS, SMSPERIOD

GETCFG Gets primary communication parameters of device in form:
SERVER:PORT,APN UN PW,DNS1

APN=apn Access point to GPRS network. Parameter should be obtained

from mobile network operator. If APN address contain space
sign put it with “” e.g. "my apn”.
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UN=un APN user name. Parameter should be obtained from mobile
network operator. If APN user name contain space sign put it
with *” e.g. “my user name”.

PW=pw APN password. Parameter should be obtained from mobile
network operator. If APN password contain space sign put it
with “” e.g. "my password”.

SERVER=server Server address; it can be in form of IP or domain name
address.

PORT=port Server port number.

DNS1=dnsi Specifies primary DNS server address (only needed when
domain name address is used as SERVER address)

DNS2=dns2 Specifies secondary DNS server address (only needed when
domain name address is used as SERVER address)

SMS=phone number Server phone number. When there is GPRS failure, SMS with
events will be sent to this number.

SMSPERIOD=time Defines in minutes time between SMS test messages sending to
the server.

OLD Switch device operating in encoded protocol mode into
operation in old PX device emulation mode.

RLIMIT Removes automatic temporary locks on all inputs

RLIMIT=inputs_mask Removes selected automatic temporary locks. Parameter is

decimal number made from 9-bit word: A9 ... A2, Al, where Al
means TAMPER, A2 INPUT 1 and A9 INPUTS.

EXAMPLE:

RLIMIT=7 removes locks on inputs: TAMPER, IN1, IN2
RLIMIT=1 remove lock on input TAMPER

DT=YY/MM/DD,hh:mm:ss | Sets date and time in the transmitter; must be putted in a
specific format (see the table on the left)

FLUSH=x Flushes events buffer, where x is:
= 2 - system events history

Note: DESC, CMD, GETSTATUS, GETPARAM, GETCFG commands require separate
SMS, so one command with only one SMS.

Samples of commands and device reaction:
Parameters setting:

1111 /APN=general.t-mobile.ukf SERVER=89.112.43.78] PORT=6670
SMS=500445566. SMSPERIOD=25

Parameters verification:
Inquiry: 1111} GETCFG
Answer: 89.112.43.78:6670,general.t-mobile.uk’

Inquiry: 1111 GETPARAM=SMS
Answer: 500445566
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9.2. OLD PROTOCOL

The following format of message is acceptable allowing to send some commends
with one SMS (every command shall be separated with SPACE):

SERVICE CODEE COMMAND COMMAND ..........
Where:
SERVICE CODE - device service code
- SPACE
COMMAND - order (see the table below)
List of commands
NEW Switch device operating in PX emulation mode into encoding
protocol mode.
STAT Enquiry regarding actual module condition
VER Gets device firmware version
TMP1 Switches on relay output
TMPO Switches off relay output
AUX1 Switches on OUT1 output
AUXO0 Switches off OUT1 output
INT_ON TMP (sabotage) input lock
IN1 ON 1 input lock
IN2_ON 2 input lock
IN3_ON 3 input lock
IN4_ON 4 input lock
IN5 ON 5 input lock
IN6_ON 6 input lock
IN7_ON 7 input lock
IN8_ON 8 input lock
INA_ON All inputs lock (with no impact on sabotage input)
INT_OFF TMP (sabotage) input unlock
IN1_OFF 1 input unlock
IN2_OFF 2 input unlock
IN3_OFF 3 input unlock
IN4_OFF 4 input unlock
IN5_ OFF 5 input unlock
IN6_OFF 6 input unlock
IN7_OFF 7 input unlock
IN8_OFF 8 input unlock
INA_OFF All inputs unlock (with no impact on sabotage input)
KILL GSM modem reset
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10. LED DIODES INDICATION

LED diodes, mounted directly on printed circuit, are purposed to show actual
condition of the device.

10.1. LOGGING TO GSM NETWORK

Once SIM card has been inserted into the device and power supply was turned on
logging to GSM system follows.

LED Diodes
Green Red

Logging to GSM

10.2.GSM RANGE

Description

Flickering of a green diode indicates GSM signal (1-8 flickers).
Device operation mode is signalled with a green diode on during 2 seconds once the
range was detected. If after signalling range diode will not flash for 2 seconds the
device is in SMS mode. Range indication is interrupted during data transmission,
and after sending of data again GSM range is being indicated.

Description LED Diodes
P Green Red

GSM range = 8
GPRS mode
GSM range = 6
SMS mode

10.3.DATA TRANSMISSION

During data transmission a green diode indicates data transmitting.

Description LED Diodes
P Green Red

GPRS Transmission |H|”HH
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10.4. PROGRAMMING

After detection of programming wire diodes indicate programming.

LED Diodes
Green Red

Description

Connected
Service wire

Programming
in CSD mode

10.5. FIRMWARE UPDATING

During programming bootlader operating is indicated. If error follows during
updating there is bootloader in device and another programming of device is
possible.

Description LED Diodes
P Green Red
No program in ’7
device
(1/sec)

Software updating

Received firmware | 10 sec
decoding

10.6.SIM CARD ERROR

In case of SIM card problems, device states this with OK and ERROR LEDs

LED diode Signalling
OK
(green)

ERROR

N7
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10.7.SYSTEM ERROR

During operating errors may follow. Any error is indicated by constant flashing of a
red diode and mostly it means communication problem with modem or SIM card.

11. CHANGELOG

Date / Version Description

14.04.2009 / 1.10i7 Updated list of commands; Added monitor device

25.11.2009 / 1.11i8 | Firmware update and GPRS configurator update

05.02.2010/ 1.11i9 | User SMS tests, Events History, battery voltage threshold
for Sleep mode
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